


eSoftThreatWall 450
A cost-effuctive email content-management appliance, with
sonc excellent features

The web-content security ma*et may be
chock-full of choices, but eSoft differs
from the mainstream because its
andvirus, antispam, IPS and
web-filterlng measures

fu nctions. Don't think these
are substandad in arryway, as eSoffs
lnstacate 404e (web lD: 214800) took
a well-deseryed place on the PCAto
A List for its superb mix of value and
features, and now we take a closer look
at its ThrcatWall 450 appliance.

The Thrcat'l/\fall sits behind a firwall,
and prwides web and messaging
content security. lfs customised with
eSoffslhreatPaks, wherc the Web
package prwides web-content fi ltedng,
pmtection from spywarc and phishing
sltes, gateryay antivirus, lPS, antispyware
and lM and P2P app contrcls.lhe Email
lhreaPak adds messagecontent
filtedng, virus scanning antispam and
mail quanntining. In hct this appthnce
is even offered as an Exchange
replacement as it can be upgnded to
full standalone mall server status.

The 450 supports transparcnL
standalone mode and routed
deployments, and we opted forthe first
option whele allfourGigabit ports are

Ilr llrrrt*all rrs bloddrg Cb rrbh $
mlnutrs dopadqtficbu.

bddged. eSoftgeS ourthumbs-up for
installation, as we were up and running
in less than 15 minutes. On filst contact
with the well-designed management
interface, the appliance contacts eSoft
and downloads the vadous ThreatPaks
plus all database and slgnaturc updates.

Web fittedng is apptied immediately,
with a predefined default category
pollcy. You have a total of 17 maln URL
categories and underthese are more
than 50 subcategodes. These are all
s€lected in the dehutt poucy, but it's
easy to cr€ate custom pollcies and apply
time schedules. User authentication
comes lnto the mb<, as the devlce
maintains a local user database and
integrates with LDAP and AD servers.

For inbound and outbound mail
scanning; you can povide details of pur

intemal mail seryers or use the dovice's
transparent mode. One feature not
available is eSoffs mail-seruer minoring,
which is offered only on fte InstaGate
products. The antispam measures
include a leaming phase for Bayesian

filtering; and messages
can be checked br
banned content
whereyou can create
scripts that look for

details such as UK
credlt card numbes.

Ihe threatMonitor
screen keepsyou in the
loop with all activity, as
its mw of hbbed tuldes
oFer ptenty of graphical

information about
performance. The web section shows pie

charts and tables of blocked and alto*ed
sites plus genenlu,eb brcwsing trafrc,
while fur mailyou can easily see spam
volumes and whats being quarantined.

The 450 deliven top pefiormance as
a web filterand spam cakher. Forthe
brmer, we used the default policy and
our attempts to access morc than 100
games, gambling and social-netrvofting
sites were all rebufu. We also left the
appliance transpaently scanning email
ftom two live accounts bra week, and
not one spammergotthrough - neither
were there arry falsepositives.

The lhreatWall i m pressed us not
only with its ease of deploymert and
features, but also with lts capabilities.
Performance was excellent and, as with
its Instacate products, eSoft is offering
an enremely cost-efbctive secutlty
solution. D vrtrrToret
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